
Stay Vigilant Against Fraud and Scams  
During the COVID-19 Pandemic

FOOTNOTES
1 https://www.ftc.gov/news-events/press-releases/2021/04/one-year-covid-19-pandemic-new-ftc-staff-report-highlights

THE MANY FACES OF COVID-19 FRAUD

PROTECT YOURSELF

PHISHING EMAILS 
that appear to be from 
reputable sources but are 
actually sent by scammers.

MALICIOUS WEBSITES 
that offer resources related 

to COVID-19, but hide viruses 

or other malware. 

SOCIAL ENGINEERING SCAMS 
that ask you to send money or 

provide personal information.

“MONEY-MULE” SCHEMES   
that use fraudulent work-from-
home job offers to move illicit 

funds using unwitting parties.

ATM “BUST-OUT” SCHEMES 
that use multiple stolen 
or fictitious cards to make 

continuous withdrawals.

ILLEGAL ROBOCALLS  
that pitch in-demand 
services, like medical 
treatments, or claim to be 

from a government agency.

LOAN SCAMS 
that falsely require 
additional fees or 
a pre-paid debit 
card to finalize loan 

approval.

SUPPLY SCAMS that offer 
essential items, such as 
vaccines and personal 
protective equipment, from 
an unknown website.

DON’T GIVE YOUR PERSONAL INFORMATION 
over phone, text, or email, as official 
business related to the COVID-19 crisis 
isn’t conducted that way. 

ONLY TRUST OFFICIAL 
INFORMATION from secure 
sources like government 
(.gov) websites and local 
healthcare officials.

SECURE YOUR ACCOUNTS 
by updating passwords, 
operating and security 
systems, and enabling 
multi-factor authentication.

KEEP YOUR GUARD UP 
and know that if it seems 
too good to be true, it 
probably is. Assume you’re 
dealing with a fraudster.

REPORT 
SUSPICIOUS 

ACTIVITY 
to the authorities, 

such as the Federal 
Bureau of Investigation 

(FBI)’s Internet Crime 
Complaint Center at  

ic3.gov, the FTC at  
ftc.gov, or local law 

enforcement.

STAY INFORMED about the latest updates related to the COVID-19  

pandemic by visiting the SNB's coronavirus page at snb.com/coronavirus.

NEVER CLICK 
UNEXPECTED LINKS  
in email, text, or on the 
web that you don’t trust.

According to the FTC1, 436,000 instances of fraud related to COVID-19 were reported between January 
2020 and April 7, 2021—with losses exceeding $399 million and counting. It is vital that you understand 
what the most common types of fraud being practiced look like and the steps you can take to protect 
yourself and your business. 
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